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Introduction

The concept of fencing is strongly associated with high-availability and shared storage integrity. The 
topic is relevant for highly available network infrastructures, as well as for HA services and with a 
continuously growing interest for cloud systems, fencing is one of the hot topics for any infrastructure 
engineer. 

The first few paragraphs of this paper will present the basic design of a datacenter. It is not necessary 
hard to plug in few servers, install operating systems and add some software servers on top of them. 
However, problems arise when clients want high availability and fault tolerance. Moreover, if you think 
of virtual machines and complex virtual infrastructures, you will have to consider new constraints.

A server is not considered anymore an asset that cannot be replaced. The current trend is to disconnect 
the logical infrastructure (a virtual infrastructure) from the physical one. Large companies have systems 
that can easily accommodate new servers, as well as remove broken devices. Engineers work hard to 
achieve high levels of fault tolerance and design elastic middle-ware solutions.

Now let's focus on a simple concept: a virtual machine. If you need that close to 0% downtime for that 
machine, you won't use only one server for VM hosting. Instead, you will use few physical nodes, 
connected to a shared storage solution. Than start the VM on one node. However, what happens if that 
node will fail or if it will just loose connectivity to other nodes? If the node is broken, another node 
should start the VM process, using the images saved on the shared storage. But what happens if the 
node considered broken or down is still connected to the shared storage and the initial virtual machine 
is not stopped? Well, running two virtual machines will corrupt the storage image at some point. And 
here fencing enters the arena: whenever a node is considered down, it must really be shut off. The 
entire system should build “fences” around that node, to prevent it from writing anything on the storage 
array.

The paper will present some solutions recommended by Red Hat, as well as some approaches proposed 
by Proxmox developers.

The Fencing problem

Systems designed for  virtualization or  HA services  consists  of  two or  more physical  server  nodes 
attached to a storage solution. Usually, the storage array provides redundancy using technologies like 



RAID and exposes LUN drives (logical drives). The LUNs can be access over iSCSI or FiberChannel,  
technologies that do not implement any integrity protection by themselves for the data written on the 
LUN. It is also possible to export VM images over NFS or SMB/CIFS, but this option provides lower 
performance and is not actually used in production environments.

The big picture is showed bellow:

This  is  a  simplified  picture  of  a  common  cluster  architecture.  Two  ore  more  nodes  (up  to  few 
thousands!) are used for running computational tasks. However, data is read and saved back to a shared 
storage solution. The local storage of each node is used for storing the OS image and sometimes works  
also as a cache.

The LAN is the network used for actual production data traffic and Internet connectivity. The solution 
used depends on the performance and availability requirements and it is usually designed to sustain 
heavy traffic and to implement security policies. Most of the companies invest a lot in this component,  
because it requires performance and flexibility.

The storage solution is connected to the computing nodes using dedicated solutions providing low 
latency  high  bandwidth  communication.  There  is  a  less  complex  security  policy  applied  to  this 
segment, therefor network devices should just route packets as fast as possible. This network should 
provide a bandwidth close to internal storage buses like SATA or SAS. While latest generations of 
SATA and SAS provide up to 6 and 9 Gbps, you can use iSCS or FCoE up to 10Gbps for shared storage 
connections. The fastest option available for production environments is the iSCSI over InfiniBand 4x, 
which provides up to 32Gbps throughput, which requires high performance controllers on the storage 
array in order to support and use such high bandwidth.

Another important part is the heart beat network. This is used by nodes to detect failed servers. This 
network is usually not used for heavy traffic and it is not necessary to dedicate high bandwidth NICs, 
switches and routers for this task. On the other hand, reliability should be the focus for this network. It  
is  recommended  to  implement  Rapid  Spanning  Tree  Protocol  (RSTP),  Link  Aggregation  (LACP, 
PortChannel, etc) and fast converging dynamic routing protocols, if needed. However, implementing 

Fig. 1: Common Cluster Design



redundancy at a very high level costs a lot and engineers cannot neglect this detail.

Now let's discuss about how virtual machines are transformed into highly available virtual machines. 
The idea is that a virtual machine is started on a node with enough free resources. The virtual machine  
drives are stored on the storage array and loaded by the process spawned on the computing node. The 
virtual machine is started and it is used for its own purpose. However, if at some point the physical 
server running the VM stops working, the clustering solution should detect that the node failed and 
start again the same virtual machine on another physical server.  After that, the IT stuff is responsible  
for  bringing  back  to  life  the  failed  machine  and  re-connect  it  or  completely  remove  it  from the 
infrastructure.

Thus, high availability is achieved and the clients of the VM will notice little to no downtime.

As the devil is always in the details, problems can arise if the node considered failed is not actually  
failed. If, for any reason, it is not really down and it is still connected to the storage solution, the VM 
process can alter the virtual machine drives. With two VM instances running, the drives can be easily 
corrupted, leaving the virtual machine in an inconsistent state.

This is where fencing comes into action. Fencing refers to the idea of isolating nodes considered down 
and preventing them from writing anything to the shared storage. For example, it is possible to turn off 
the switch port connected to failed server's NIC (usually the one for the storage network). It is also 
possible to completely turn off the server. There are few solutions available and the next paragraphs 
will describe some of them.

Using switched rack power distribution units

A switched rack power distribution unit can support remote switching for the power outlets. Some of 
this units provide a simple API or SNMP interface for switching on and off remotely each individual 
outlet.  Using this  approach,  it  is  possible  to  completely turn off  a  server  in  a  very basic  way by 
unplugging it from the power source. The following picture describes the solution using APC switched 
PDUs. This is one of the solutions supported by Red Hat for fencing [1].

Fig. 2: Using APC switch



As you can see, another device is connected to the network and it can be contacted by servers to request 
a power off for power outlets. It is important to implement correct failed node detection (it can be 
quorum based, or similar), because otherwise a failed nodes can request power off for the online nodes, 
under certain circumstances. This is why a fencing program must be running on each node in order to 
correctly decide if it should request a power off for some node.

For this solution, configurations must be made at cluster-level with a tool like conga, as well as on the 
APC switched PDU. It is also possible to use two APC switches in a dual power fencing setup.

Using integrated management boards

Moderns servers are usually shipped with specific monitoring solutions. Different vendors decided to 
pack inside their servers specific sensors and monitoring tools along with their computing hardware. 
Integrated monitoring boards can provide access to specific settings and execute simple commands 
through a standard lightweight interface. These boards and independent systems and deliver out of 
band management and can be accessed even when the OS has failed. Moreover, these little control 
units are still available even when the server is turned off, as long as the AC power exists, offering the 
so-called lights out management. Such boards can usually be connected straight to your management 
TCP/IP network  and  provide  web  interfaces  as  well  as  ssh  access.  The  network  cable  must  be 
connected to the dedicated RJ-45 connector dedicated to the interface. The next few paragraphs will  
discuss fencing solutions based on IPMI and iLO.

IPMI stands for Intelligent Platform Management Interface and it was developed by corporations like 
Intel, Cisco, Dell, HP and Nec. Other vendors like IBM ship also IPMI-enables servers. The main idea 
is that a piece of software can connect to a remote IPMI interface and require a shut down for that  
machine. However, IPMI (as well as other integrated monitoring boards) won't work if the server is  
disconnected from the AC power source,  so it  is  important to have redundant  power sources.  The 
following image presents the idea behind fencing using IPMI concept [2]:

Fig. 3: Using IPMI



As already mentioned, the IPMI interface is accessible over TCP/IP. The fencing agent on each device 
can request a shut down of a remote device, though an IPMI dialog. It is recommended to connect IPMI 
interfaces to a different management network and avoid connecting to the production network.

Just like IPMI, iLO (integrated lights out) is a monitoring board supplied by Hewlett Packard with their 
ProLiant servers. It also uses a RJ-45 connector for iLO NIC and provides web and ssh management 
access [3].

The picture bellow describe the architecture of the solution, which is very similar to IPMI-based one.

Using a managed switch

Instead of shutting down the server, you can isolate from accessing the shared storage by just turning 
off the port from the switch (fiber channel, infiniband or ethernet). For example, Proxmox VE can 
disable switch ports using SNMP [5]. All you need to do is to configure the fencing agent to issue a 
snmpset command and disable failed server's switch port.

Deploying Backup Fencing

If  possible,  it  is  recommended  to  implement  two  fencing  methods.  For  example  it  is  possible  to 
combine IPMI with and switched PDUs. The following Red Hat supported setup describes the solution 
[4]:

Fig. 4: Using iLO



It is also possible to add SNMP control and use this as a third additional fencing method. This later 
method is cheap and easily to implement, but can be implemented only if the Clustering management 
solution can use it. Unfortunately, Red Hat's Conga does not support SNMP fencing, but Proxmox VE 
does it.

Conclusions

Most of the existent high availability solutions are based on the architecture presented in this paper. 
However, using a shared storage for the nodes involved in high-availability process requires solid 
fencing mechanisms. The solutions presented in this document can be combined (implement backup 
fencing) to implement safer fencing. Depending on the available budget, systems engineers can 
implement the affordable level that provides enough quality of service.

The fencing concept, also known as STONITH (shoot the other node in the head), is an important 
concept for cluster and cloud systems. Unfortunately, it is often neglected as it does not offer an explicit 
service for users, even if it is critical. Make sure you consider fencing whenever high availability is 
required, especially when a shared storage is used, which can be easily corrupted.
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